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Abstract: Automated Border Control (ABC) gates, or 
shortly e-Gates, are systems able to verify automatically 
the identity of the travelers through the biometric traits, 
and to grant passage of the border. Biometric technologies 
make the clearance automation possible, with a positive 
impact on efficiency, effectiveness, security, and usability 
of the process. The e-Gate compares biometric data of the 
traveler from an electronic document against live 
acquisitions, using different biometric traits. The face 
emerged in this area as the primary trait used by the e-
Gates, with fingerprint and iris more adopted in registered 
traveler programs. This paper analyzes the main biometric 
aspects relating to both the human-machine interaction 
and the technologies used for ABC, and presents the 
emerging solutions that can produce a performance 
enhancement. 
Keywords: ABC gates, e-Gates, biometrics, performance 
evaluation, usability, emerging techniques 
1. INTRODUCTION  
The ever-growing traffic of passengers worldwide, 
especially by air transportation [1], requires to strengthen 
the resources of the Border Crossing Points (BCP) for 
passenger immigration clearance. In particular, BCPs 
should increase their throughput in meeting the border 
crossing requests, while maintaining or even improving the 
overall security of the clearance process, typically 
conducted manually by the border guards. Increasing the 
throughput capability of a BCP would also improve the 
traveler experience with border check. 
Automated Border Control (ABC) refers to the use of 
information and communication technologies able to 
verify the identity of travelers crossing the borders at BCPs 
automatically, i.e., without a constant human intervention 
[2]. E-Gates are those systems that perform this task in a 
stand-alone manner or with the support of kiosks for pre-
enrolment. By exploiting the biometric traits of the 
travelers, e-Gates can verify their identity and grant them 
permission to cross the border. Biometric technologies are 
emerging for the automated verification of the traveler’s 
identity, and are thus earning themselves a central role in 
ABC. 
The deployment of e-Gates is growing in recent years, 
and always more countries throughout the world are 
adopting such systems. Moreover, research projects on 
ABC are running; for example, ABC4EU [3] and FastPass 
[4] involve industry and academy to develop a harmonized 
framework for ABC systems across Europe, employing 
state-of-the-art biometric techniques. This trend goes hand 
in hand with the spread of electronic travel documents, 
such as electronic passports and ID cards. These 
 
Figure 1 Different topologies of e-Gates: a) one-step; b) 
integrated two-step; c) segregated two-step. 
documents, which store biometric samples of the owner, 
enable the use of e-Gates without the need of pre-
enrolment. Typically, a face image is saved in the 
document, together with the fingerprints optionally. As an 
alternative, travelers can enroll in a Registered Traveler 
Program (RTP), in which case the biometric samples are 
saved in central databases. Fingerprint and iris are both 
widely used in RTPs.  
This paper gives an overall view of ABC and its 
biometric base, and discusses the biometric technologies 
emerging to enhance the performance. The paper is 
structured as follows. Section 2 presents the typical steps 
performed at an e-Gate. Section 3 describes the main 
biometric technologies employed in ABC. Section 4 
presents the characteristics of real e-Gates deployed. 
Section 5 discusses the techniques emerging in ABC to 
enhance the performance, considering both human and 
machine aspects. Section 6 summarizes the conclusions.  
2. ABC WORKFLOW   
Typically, an e-Gate checks on the face of the travelers 
to grant them border crossing. This process involves three 
main steps: 1) Authentication of the electronic travel 
document; 2) Face verification of the traveler’s identity 
against data in the document; 3) Check on central databases 
(e.g., watch lists) for crossing authorization. When 
verification is not successful and the traveler cannot pass 
the automated gate, the traditional manual control occurs. 
A border officer supervises the whole process remotely. 
The automated process requires that the traveler holds 
an electronic Machine Readable Travel Document (e-
MRTD), which contains the biometric samples. Typically, 
this is an electronic passport compliant to the specifications 
of International Civil Aviation Organization (ICAO) [5] 
and commonly referred to as an e-Passport, which features 
only the face image (the first generation), or face and 
fingerprint images (the second generation).  
An e-Gate is made of interconnected subsystems, 
which make use of both hardware and software 
components. Every subsystem is in charge of a different 
task [6]: checking the validity of the travel document, 
verifying the identity of the traveler through a biometric 
comparison, interfacing with external databases and with 
border guards oversighting the e-Gate’s functioning.  
Typically, the components of an e-Gate are [2]: one or 
two physical barriers, an e-Passport scanner, a monitor to 
display instructions and feedback to the traveler, the 
biometric acquisition devices, and hardware and software 
for managing the system, including the communication 
with external systems with a connection to border control. 
The clearance process is conducted as a one-step or a two-
step process, based on whether document and identity 
verification are separated steps or not [2]. The two steps 
can either be integrated into a single e-Gate, or segregated 
into a pre-enrollment kiosk for identity verification, and the 
e-Gate itself for actual border crossing (see Figure 1).  
When needed, the e-Gate queries external databases to 
verify the eligibility of the traveler for border crossing. 
These databases contain information about visa, registered 
travelers, individuals that require close surveillance, and 
entry-exit events. 
3. BIOMETRIC TECHNOLOGIES IN ABC 
The biometric verification of identity, known also as 
biometric identification, is an automated process for 
recognizing a person by means of the measure of 
physiological or behavioral traits [7]. ICAO has selected 
the face as the primary biometric trait to include into e-
Passports, and the fingerprint and iris as optional traits [8]. 
The face offers many advantages, for instance it is socially 
accepted, capture is not intrusive, and border guards are 
familiar with it. The standard ISO/IEC 19794-5 [9] defines 
the quality requirements for a face image to be recorded in 
travel documents, which are not always attended [10]. 
Often, methods for face recognition are based on 
distinctive facial features such as the eyes, mouth, nose, 
and other fiducial points, and on their geometric relations 
[11] [12]. Problems relative to illumination, pose and 
expression, as well as to the image resolution, cause a 
reduction of the face recognition performance. 
Fingerprint is an optional biometric in e-Passports; 
second generation gives the possibility to store this data in 
addition to face. The fingerprint trait offers high 
recognition accuracy and good social acceptance. The 
standard ISO/IEC 19794-4 [9] defines quality 
specifications about the fingerprint data an e-Gate expects 
to read from an e-MRTD. Very popular in fingerprint 
recognition is the analysis of the discontinuities in the ridge 
structure of the fingertip, called minutiae points [13], 
particularly of their position and orientation. Problems 
related to ergonomics of the sensor, fingertip skin 
conditions (either temporary like dirt and moisture, or 
permanent) [14], hygiene perception, and latent 
fingerprints on the sensor, may decrease the performance 
of the biometric recognition. 
Iris is also an optional data in e-Passports. It offers very 
high accuracy and speed of recognition, but acceptance of 
the people in using it decreases, as the capture is perceived 
as more intrusive than with other traits. Useful in countries 
were face can be partially covered because of traditional 
habits. The standard properties of an iris image to be 
recorded in an e-Passport are specified by ISO/IEC 19794-
6 [9]. Distinctive texture features are extracted from the iris 
pattern and successively used for recognition [15]. 
Problems of illumination, involuntary eye movements, 
usability and confidence in the acquisition machinery may 
affect the iris recognition performance. 
The multibiometric approach fuses multiple biometric 
data, also from different modalities –e.g., face and 
fingerprint. Increasing the biometric evidence available 
offers many advantages on accuracy, usability and security 
of the biometric component, when compared with 
monomodal systems [16]. However, an increased amount 
of sensible information required by the e-Gate poses more 
privacy concerns, both in terms of data protection and in 
the perception of the traveler. The use of multibiometric for 
access control at the BCPs is favored by the growth of 
second generation e-Passports –containing both fingerprint 
and iris—in circulation today. Multibiometric e-Gates are 
already operative, as in some European and Asian airports 
[17] [18]. 
4. E-GATE DEPLOYMENTS  
Today, e-Gates are mainly used at airports but they are 
starting to be present also at sea and land borders. 
Worldwide, more than 180 airports deployed and regularly 
use the automated biometric gates [19]. In particular, 45% 
of them implement face recognition, while the 56% use 
fingerprint as biometric trait, and the 12% the iris. 
Fingerprint and iris recognition is especially adopted to 
check on registered travelers. The 12% of the deployments 
considered by this statistic supports more than one 
biometric modality to process the border crossing requests. 
The performance requirements of the biometric 
recognition algorithms run by an e-Gate are quite 
demanding, given the security level expected. They can be 
measured in terms of False Accept Rate (FAR) and False 
Reject Rate (FRR), which represent the proportion of 
travelers incorrectly admitted and not admitted to cross the 
border, respectively [20]. A false accepted traveler means 
a security fall of the system and a potential threat to 
security. On the contrary, a false rejected traveler increases 
the processing time and the resources required, and causes 
frustration on the traveler too. For e-Gates, the foreseen 
FAR should be lower than 0.1%, while the FRR lower than 
5% for face and lower than 3% for fingerprint [21]. 
It is worth noting that the performance evaluation of the 
biometric component of an e-Gate should not only include 
technical factors, related to the algorithm, but also 
behavioral human factors. In fact, more experienced 
travelers may be more successful at the e-Gate than the 
novices, because they learnt how to use the system properly 
[22]. People reluctant to use the systems, e.g., for a prior 
negative experience or privacy concerns, are likely to 
produce more errors when use the system, or even decide 
not to use it. 
In relation to the biometric component of ABC 
deployments, real performance data in terms of FAR and 
FRR are rarely made available to the public. Also, the FAR 
is actually difficult to assess in a real operational scenario. 
However, the use of automated checks in the long-term 
may produce better performance, both in terms of 
biometric verification and of the final BCP throughput. 
5. EMERGING SOLUTIONS TO CENTRAL 
ASPECTS OF ABC  
Despite of the spreading of ABC, the actual uptake of 
this new technology on travelers is not yet fully 
satisfactory, owing to personal inclinations of the people 
towards technology and lack of awareness, or to the 
characteristics of the machines used [23]. In this section, 
we analyze the impact of challenging aspects, regarding 
both human-machine interaction (HMI) and technology, on 
the performance of an ABC system, presenting emerging 
solutions that can improve its functioning. Figure 2 groups 
the concepts presented in the form of a mind map. 
Travelers not aware of this new technology, who are 
resistant or even excluded from its access, cause a lack of 
ABC usage. Consistency with previous processes would 
help the uptake, producing more confidence in the novelty 
and requiring less effort from the users. As time goes on 
and e-Gates become more advertised and visible as part of 
ordinary border clearance, more and more people may 
approach them, thus making ABC more effective. 
However, increased use of ABCs does not necessarily 
mean that the BCP throughput will increase unless 
travelers first gain sufficient experience on its use (learning 
curve). Familiarization with this new technology will be 
essential in order to increase the actual capacity of border 
clearance.  
Some aspects particularly contribute to this purpose; 
they are usability and privacy [23] [24]. Several measures 
can be adopted to improve usability, which can make these 
systems more accepted and inclusive. These measures 
include an easy and more intuitive interaction with the e-
Gate, particularly with the document and the biometric 
readers. Research is progressing on the design of less-
intrusive technologies for biometric recognition, such as 
touchless fingerprint and palmprint recognition, and iris 
recognition at a distance. These technologies include the 
design of appropriate acquisition devices, e.g., scanners 
and cameras, and dedicated software. They can serve to 
perform biometric verification under less controlled 
conditions, e.g., at higher distances, with natural light, or 
while the traveler is moving. Touchless technologies, 
above touch, meet the preference of the users [25], and can 
be a better solution in terms of hygiene, because of the 
absence of contact with surfaces [26]. There is a wide 
literature on touchless solutions based on fingerprint [27] 
and palmprint [28]. Regarding the iris recognition, besides 
exploitation of traditional images, iris acquisition on the 
move was also considered [29]. However, less constrained 
approaches to biometric acquisition are not much deployed 
in ABC gates yet. 
Usability is a fundamental aspect to consider in 
designing the access and interaction with the e-Gates of 
people that have difficulties in their movements or in 
vision, caused for example by ageing [30]. Mobile scanners 
[31] and algorithms [32] [33] that can work in non-ideal 
conditions of the samples acquired are practical solutions 
that could help to reach more flexibility and robustness in 
biometric identification. 
The introduction of biometric data, along with 
biographic data, in border checks, requires new measures 
of data protection. Biometrics are personal data that cannot 
be changed once stolen. Users then may need to be assured 
about the privacy measures adopted by the e-Gate operator 
 
Figure 2 Main challanges and emerging technologies in current 
ABC systems. 
and the document provider, for increasing their confidence 
in ABC [23]. For this reason, national legislations limit the 
collection of personal data strictly to the period that data is 
effectively used, and data logs for monitoring the quality 
of the system is saved after being anonymized. As concerns 
biometric data, the adoption of template of features 
extracted from the sample, rather than the original sample, 
and cryptographic techniques, helps to protect privacy in 
data storage and communication [34] [35].  
From the technological point of view, the performance 
and capacity of e-Gates can improve by facing some 
challenging aspects, related to security, interoperability 
with different technologies, biometric performance. In 
particular, are important aspects the anti-spoofing 
techniques, the compatibility between systems, the 
scalability of biometric systems, the capture of higher 
quality face and fingerprint images, and the use of 
multibiometrics. [36].  
The development of better anti-spoofing techniques for 
liveness detection is important to detect possible attacks to 
the biometric system while accepting legitimate 
verification attempts.  Such kind of attacks include 
presentation to the biometric sensor of printed face images 
[37], fake fingers made of silicone [38], or synthetic irises 
[39]. 
ABC systems are made of several collaborating. 
subsystems [6]. To favor the exchange of biometric 
information, common rules will be used, regarding data 
format [9], type of data exchanged (whether the whole 
sample or the reduced template) [40], and eventually 
cryptography schemes [35]. 
ABC systems potentially operate with large 
populations of users. Because the biometric component is 
central in ABC, the design of scalable biometric systems 
[41] is needed to effectively support such a requirement. 
A successful biometric recognition depends to a great 
extent from the quality of the sample acquired. Enhancing 
the features of the acquisition devices (e.g., camera 
resolution) and their ergonomics (e.g., presence of multiple 
cameras for face, placement of fingerprint readers at the 
right height), creating the best environmental conditions 
(e.g., uniform illumination and background for face, or air 
sufficiently humid for fingerprint), instructing the user to 
an effective interaction with the sensors by proper 
signaling (e.g., about pose and facial expression, or 
pressure of the finger), and designing algorithms that are 
effective to evaluate the quality of the samples acquired, all 
contribute to reach this objective [10] [14].  
To further increase the matching performance of a 
biometric system, a well-known approach is using multiple 
biometrics [42] [43]. Some ABC deployments already use 
this approach, obtaining significant improvements of the 
accuracy of recognition [18]. Using multiple biometric 
sources has positive effects also on usability and resistance 
to attacks of the system [44], as well as to compensate non-
universality of the biometric trait employed, and low 
discriminability of some traits [45]. There are different 
ways of performing multibiometric recognition, exploiting 
either information from different modalities (i.e., 
fingerprint and face), from multiple samples of the same 
trait, or from multiple features of the same sample. For 
example, the fingerprint images contain information at 
three levels, namely, Level 1 (pattern), Level 2 (minutiae 
points) and Level 3 (pores and ridge shape), which can be 
combined to enhance recognition [46]. In ABC, the use of 
a second modality can be a backup solution, in case the first 
modality is difficult to capture, or fused, following 
different schemes [47]. Given the characteristics of e-
Gates, fusing the matching scores obtained by the 
comparison of every biometric allows fusion to be 
independent from the technology installed. Because of the 
many positive effects previously illustrated, 
multibiometrics is slowly emerging also in ABC. However, 
the added complexity of multiple biometrics could render 
the systems costly and difficult to maintain, while the 
privacy concerns of the users might increase [48]. 
Having ABC systems more performant, easy to use, 
and privacy respectful would be of stimulus on the 
travelers to use the e-Gates instead of the manual clearance. 
6. CONCLUSION  
The paper gives a brief overview of ABC to the reader, 
describing the biometric aspects on which it is based, and 
discussing the values that brought some technologies to 
emerge in current deployments, as well as their intrinsic 
drawbacks. The paper presents also the emerging solutions 
in biometrics for improving the current performance of the 
e-Gates both from the HMI and the technological side.  
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